»
. " . 9
& @
. - ‘ -
b @
-
.
a2 ° e - B . *
e .
-
. e .
L : P
. - ©
- - .
F 4 ® 3 3
. o } '
= . 4% e
\ e =
_— i
- ’ /
ety 3 - 3 :
" A“v’.j_: 0 e
. for \ o
‘— Kl ‘
i k 7 ? . ('
:l' g ! . \ ’ 'l
« ® b Y 4

.: ~ — o ’ -~
ATUSAAaBY 1DBBIONISVA

./ soonssumswoams > Ja's

&
*

usUn suthadlia Us: inATng Dna (UKsU) INET

¢ s
- ; . J
“ _ . 2 ® s




seiaanutiluunuazinsysisnnnanu

fodv “gugusnisduinasifiaus:inaAlng”
IWolkusnisauinasibaidowncassnkonsnyovus:ine

2540

Waguillu “us¥n duinasitiaus:inAlng $1na”
Meldsgdankiouovns:nsovdngAmaasiazinalulag

2544

ndssuidngaarakannswegdanuziJuionsu na:
WasuBoilu “usdn suinasitiaus:inAlng 31na (UKIsu)”

ETal=Nl
NSI-DD nt National
Telecom
danviuwauuldngAaas
nazinAlulagnkosia o uuo. InsALUNALIKVBA
24.9% —, 24.1%

lasvasivnisiioku
yovNaUUSUN

\— 51% PUBLIC



N

& INET Roadmap
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INET 3.0 INET 4.0
ONC

PLATFORM

\ \ \ \
Transiti - -
Cloud Cloud Cloud Bl Digital Digital

Fundamental ) Architecture ) Platform ) $> Transform ) Life )

Year 19 - 215¢(2013 - 2015) Year 22 - 24 (2016 - 2018) Year 25" - 27 (2019 - 2021) Year 28" - 30" (2022 - 2024) Year 31t - 33" (2025 - 2027)
Value Innovation o :

7 " Tradition Lif Modern Life
Public Private Chain Chalp E valo T
Strategic Channel Channel

Life
Designer

Quality Life

Smart
Industrial

Reseller e coit

Cloud Value Chain
as a Utility Development

Digital Life
Software-Defined Infrastructure Trusted Platform

Publig %:Xﬂ%e Hy%eer uS:j:ale ; ' - 2 -
Infra’ | Cyber ' nternet | Big ‘ - O ' a A
ﬁ Data Integrator §Designer} Architecture
Strategic Partner o .
Trusted Platform Digital Life Platform

Value Premium
Customer

Customer Satisfaction

Clou
., b

Server

St

| Storage

IT Security

Multi-Site IDCs

Digital Era




Thailand Public Cloud Services — Market Size and Share ranked

Cloud Services Provider 2019 Market Growth (%) 2020 Market Growth (%)|2021Market Growth (%) H1:2022 Market
" Share(%) | 2018-2019  Share(%) | 2019-2020 Share(%) | 2020-2021 Share(%)

Amazon Web Services 29.47 40.48 31.67 33.43 34.11 42.40 36.53
Microsoft 14.57 40.06 15.79 34.53 17.15 43.58 17.66
INET 14.95 49.83 14.81 23.05 13.64 21.77 12.52
Huawei 2.51 1,532.15 4.95 145.03 7.23 92.90 7.70
True IDC 5.39 46.85 5.33 22.93 4.95 22.60 5.02
AIS 3.49 34.01 3.25 15.69 3.08 25.23 3.09

TCC Technology 2.52 36.66 2.50 23.45 2.44 29.16 2.41
National Telecom 2.30 40.99 2.43 31.56 2.42 31.15 2.27
IBM 2.44 42.25 2.35 19.80 2.06 15.64 2.06
Tencent 0.64 - 1.43 179.08 1.96 81.06 2.27
Others 21.73 -5.07 15.47 -11.58 10.96 -6.35 8.45

100.00 100.00% 100.00% - 100.00%

IaaS Total Revenue 0 o . -
ey ever 158.96 | 31.82% m 24.18% m 32.19%  156.86

Note: ‘Others’ includes all global and local public cloud services providers presenting in Thailand market

Source: IDC Semiannual Public Cloud Services Tracker — 2022, Thailand laaS Revenue is sales revenue in 2019-H12022
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INET 0u Local Cloud Agduuuv
Cloud Services
Market Share

in Thailand 13.64% | yan1 35.59 Million USD.
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CSA-STAR
CLOUD SECURITY
for Service Provider

®

ISO 22301:2012
CLOUD laaS
Business Continuity
Management

SAP Certified

Provider of Hosting Services

003

CLOUD & DATA CENTER
SECURITY Management

» Security Lo,
Standards Counci

PCI-DSS
Payment Card Industry Data
Security Standard

SAP Certified
HANA Operations &
CLOUD Operations

RN
ISO
NS

ISO 27017:2015

CLOUD Information Security

Management

ISO/IEC 20000-1:2011

CLOUD MANAGEMENT

Enterprise Network Connectivity
and DATA CENTER Management

IDC Tier lll Design

Uptime Institute
INET-IDC3

RN
ISO
p\vr, g

ISO 27799:2016

Health Informatics Information Security

(Cloud & IDC)

/LR
ISO
p\vo g
ISO 27018:2014

Protection of Personally
Identifiable Information
in Public Cloud

IDC Tier lll Construction
Uptime Institute
INET-IDC3

One Conference 165us1asgiunissnanusiuavilaaasusiugissumned
dsuscuumIuaNn1Islssgudy as2iu 1131 awsa. (ETDA)



SECURITY iy

Top 10 Cybersecurity Trends 2023 Need to Know
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Top 10 Cybersecurity Trends 2023

1. mislbudsngudiiissuuduisalulia (Rise of Automotive Hacking)
2. Axwansaua:msidviu Al Atwudu (Potential of Artificial Intelligence)

3. auUnsnidoans ua:lnsAwndodoo:duthiumsbudmolsiuas (Mobile is the

New Target)

4. Cloud gvluthtumslpué (Cloud is Also Potentially Vulnerable)

5. dayanaagvo:iiogadlu (Data Breaches: Prime target)

DATA 'BREACH | ' /,
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Top 10 Cybersecurity Trends 2023

6. loT ua: 5G inalulagiviwsoudiunuLdgY (loT with 5G Network The New Era of

Technology and Risk)
7. mst&viu Software Robot »:uandu (Automation and Integration)
8. Ransomware gvilusisAnAmudgogvdoliipv (Targeted Ransomware)

9. 115nlnasfiI'J'l\')ur!uua:'[c'ié'un'lsat'l'uaqumné’g (State-Sponsored Cyber Warfare)

10. uno>1nv1vlu (Insider Threats)

A R R I B
RS L 1
-~ HOAT AT K R T
< * * * * * i) H
v N o
* ‘ * Ok kAT K ‘ir*? RN |nsider Threats:
% i A LT
'Jf 7 l; ituabgl?siing and selling stolen data !’gi?’ ‘(ﬁs'.gw7 ?9 L‘ :
lSY(?III’lOT = it':a’izz -aﬂ'lﬂ'q 17 A | | ;
Rﬁa‘;:f:&ia‘-zfmwgﬂiecﬂ:irmm @ Stage & !’ . lﬁw [H15 b7

=—_1 Threaten customers and partners



A comparison of the top 5 industries with the
highest number of malware detections

Manufacturing Education Manufacturing Education

4.3% 1.6% 2.3% 1.6%

Government Banking Government Technology

| 2.4% 1.2% 2.3% 1.4%

Heacl)thcare Otherso Healthcare Others
2.1% 88.4% 2.0% 90.4%

1H 2021 1H 2022

Source: Trend Micro 2022 Cybersecurity Report
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Rtawhiivlasdsoubvs:uunpuwILaaSATUIAsMsUpvAuMsfvlagawIua:unasmMsUuinlany  Tuiiu 6 au

dnsSuau

“Alahdvlasdvoudodayansuwalaasibunasmsdoviumsindolagiawr:ua:uiasmsiudlad Tiiau 2 U
BamsSuau”

Nlarmtkideme rhate uily Wasuwav KéatwulauTusnoruanéauiodou dodoyanpuwolaas  TUiAu 5 U

uao@z‘iu lagdvou WU MsuriludoyanivAduwoLlaasKsoUanaldsa (Viruses, Worms, Trojan)

Wlans:mMadgus:ms talagdsou LWalRNISMIVIUYUDVS:UUADUWILODSUDORDUQNS:OU 5:ad nu 51U

Jaudv KSosunduduluawisomvuiucmuudnala wu nisn DOS

“WladvdoyanopuwilaaskiovakuedildnnsatndunynnadulasuntanéaUasuuuavunaviul
yavmMsadvdayadonaid suldumssunounmisids:uunpuWolaasuavyAnadulagUn@ay” dov
s:1vlnuUSUTLIAUKGYUaUUIN
“Wladvdoyanouwilaaskiovakuedidnnsalndunynnadusudanuru:llunmsnatAinanu

Idoasous1MyUNRSUTDYaNDUWILADSKSDDOKLNEBLANNsDUNd lagluUalomathWsSuaiuisn

UonLankSaudvAIuUs:avAlwaUAlasnisaausulalagvie”

N : WSESBUUARIINIYNITNTLIIAMURANYINUABUNADS W.A. bE&o

TuwAu 10,000 un

TuiAu 40,000 un

Tuwiu 100,000

uln

Tywiu 100,000

uln

Tuwiu 100,000

uln
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Information and
Event Management

pe)
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SOC rSd Security Operation Center fAd

SOC

Technology
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SIEM

Security

SIEM 1S Security Information and
Event Management

AD stuuntdlumsdamsnu Log ua: Event
civ A MKUNN3LASI:KKIADIULEDUTYVUD YD
Event Mifigodovniua>1udanangnokua
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CSIRT

Business

Response

CSIRT giouon Computer Security
Incident Response Team (B2n>lUudv
CERT lovoin CERT gnoanzdouldu
LASDOKUIYMSAT) ADAURLBYDBITYAIUADIY
UuAvUaaanislsluas Nanunsnsulipua:unty
IKaQNgANAIY Us:NpuadgynaINsnindIug
wa:NNU=luMssSulo IKanyANAIY TKADIY
¥o9nanWSUUSNMSiuNis WuadDINNISLO:
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Security Operation Center Practices 'NET
and Frameworks

Incident Handling

Cybersecurity Framework

Preparation Identification

Lessons Learned Containment

FRAMEWORK

Recovery

Source: https://www.sans.org/reading-
room/whitepapers/incident/paper/339

Source: _https://www.nist.gov/cyberframework



https://www.nist.gov/cyberframework
https://www.sans.org/reading-room/whitepapers/incident/paper/33901
https://www.sans.org/reading-room/whitepapers/incident/paper/33901

Security Operation Center (SOC)

Summary Dashboard X /' Edit | 4 AddTab

[] Physical Display Type to begin filtering Q& Advanced Search (O Refresh v (O CurrentDay v vk Filter Sets
Malicious IPs P Malicious Users A Malicious Logo... <> " i Geolocations e
100% 93,400 Events 100% 93,400 100% 65,409
ES Source User  Total Event Count R Source ASN/Geolocation Total Event Co...
@ 87.251.74.206
Pa root | 348 > Netherlands 24,350
94.102.51.28 user | 64 United States 16,296
10k 94.102.51.95 student | 26 874 Seychelles 13,899
7.5k 103.145.13.240 LU I'2s Russian Federation 5,724
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* oracle | 25 Austria 1,305
| @ 103.145.13.237 AL
e X A test | 20 Total Events “ Switzerland 519
A © 808277132 wbunty | 20 Phillppines 12
0 k | 20 83
T 1 spar Japan
okto 06:00 1200 1800 od10A12Y ; ;
N/A | 14 Anonymous Proxy 70
- S . Panama 32
Malicious Applications [V
German, 21
61,449,971 i
100% 93,400 Events Thailand 2
&«
China 18
@ port/code:0
A ]
3 T s Attacker Geolocations VA
= http:80
+ 65,409 (100%)
— % https-ssl:443
7 -
3389
3 — @ 5060
I -
L] 1 @ 5061

ms3asriwganssunilussanmuy ol e e s
(Threat Behavior Analysis)
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THE COMPONENTS
OF SECURITY OPERATIONS CENTER

Processes
* NIST Cyber Security Framework
* Incident Response
Log Collector Client Log Files * ISO/IEC 20000-1:2018

* ISO/IEC 27001:2013

« ISO/IEC 27701:2019 “'.’
— ere g

Customer

Z2°r

Technology People Monthly report
Threat Intelligent (External . Certified People * Incident report
JInternal Threat Data)  More experiences * Incident response rep

Content pack * Security NEWS




SIEM
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(Security Information and Event Management)

Log Management
Tier

Security Event and
Log Sources

DATA COLLECTION

- - »X www.

' 1
-

- - =

Endpoint www

Firewall Database

SIEM Tool

File

server
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Bot alert: *™ I | og ssh Alert ™ *
*Event Logs ssh previously 20 Minute
ago*
*Platform* : I (Intel)
*Veenterip* : IINNEGNE
*Total* : 2
*Message* : SSH login has failed
*Host* :
- I - 2
*Source IP:* I
*Detail* :
- 2023-08-2118:18:34 SSH login
has failed for | IIINNINIINGgGgSEE
- 2023-08-2118:18:36 SSH login
has failed for | G

O — |

Management Routers Switches

Server

lag alert Wius:uuU chat

Bot alert: *™ I og Alert ™ *
*Event Logs previously 10 Minute ago*
*Platform* : | N (Intel)
*Vcenterip* : | EGNGNGEGEGE
*Total* : 1
*Message* : Remote access for ESXi
local user account 'root' has been
locked
*Host* :

3 B

*Source IP:* IIIEIGIGIGIE

*Detail* :

- 2023-08-2118:18:36 Remote
access for ESXi local user account 'root'
has been locked for 900 seconds after
80 failed login attempts.

IPS/IDS
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COMPUTER SECURITY
INCIDENT RESPONDE TEAM
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CYBERCRIME

91vay1assulowas (Cybercrime) kurgdiv msas:indAauwdlnastdulnSavido KSaU

AouwdLaasWutthkurelunmsas:=ritia laglawizagmvavaisassrmiraniunvautnasiia v
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91ueyInssulsluasiinvasUs=nauIseyInssunagiduag uasruazwaunuiidgoonivoaulau



—- CSIRT FRAMEWORK —

PREVENTIVE DETECTIVE CORRECTIVE

JovAunstiavs:=uu AISAUKIAIURQUAG ualudaymila
(Authentication) S1S) Swadnssu nun s>aiss
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Chat Customer Block Digital Workflow
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HR a._r;

INET HR INET LEGAL

WELFARE

wusnvaisuua

USu35misiiugu@rauiwaiinds:uu

(Authentication) sou@vaiswnhéiiviaua

Sudvdoya yoVWUAVIUNVIVANS

WiutasSaviiauavusyniiidu

ONE PLATFORM
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INET VPN
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Face ID

Face ID

QA #ad1 Default Home
@ ity
@ o

UIARIDNYT

sayaiznuuaUndATY

<A\



13:50 HUACH 74

<{ Cloud Security Forensic Q_ e

(2291V s
wusnivaisuua

r

One Chat wasudviaya KkSo

ws< dovuanifgdiovAuEovs:uu

\\[/
,,,,,,,,



l‘."
,'.090,.

(2291V s
iusani1vaiIsunua

| = B |
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CORRECTIVE
Business Continuity Plan (BCP)
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Pain point
Wagsstumsiassutumssuilaidainaramsainlimaiu Aooo:iAadurnthuWusavSUABaDU

ua:uutnlasis:uuawisarldmuns:usumskiniiatkamsadniimailu

Business Continuity Plan Framework denegnAn lAsundsan
NA&aaUu Business Continuity Plan (BCP)

Controllable

@ Critical parameter
@ Backup retention

Visible

Critical VM (Core service)
Failed-over Expectation
Critical points (Infrastructure )

fins¥UIUN1sNAFaU Business Continuity Plan (BCP) a4 Service nN15h4471
Talumuanasgunishiusnissening INET Augldusnig

v 1 4 [ a v a
Joya Backup Tiimnugnaes waz iWulumulsuinadeyagamelunai
gausula (RPO : Recovery Point Objective )

Planning

araseulusziU 0S ¥as VMs 91nMs Backup Iiimnamsoudmiu
F995UMNNTAIRNIAY

QKR

@ Action Plan
® BCP Failed-over
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