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n.o¢.0 FOUANKUNIAITUNUT AT MInensUsTanara (Cloud/Server) fidonadas
nuauantilute <ol

m.odlo FRITmuEUNMIUIMSTamslinaa Al EEG iesnwUssavisnmiazeauusiue
AaERBIY AR ABWNUIUABIATAUARUEY NTEUIUNMIATITABULAZAANLUSEANS MwadluLeg
(Performance Monitoring) e AL LALD
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m.e0.0 JilsImgudndumsUsananadeya uastiyuszavgmenisunme (Lead
Expert) sefuuGnyins anniliedestumeluladansaume Yssaumsalvhauiiieates livesndy
¢ U 2gUDY @ AY

m.olo §InN51ATINNT (Project Manager) seduy3nyaw3 amniisdesiumalulad
asauwa Usvaunsavinnulivesni ¢ U egatey o Ay

m.o.a Insyyusyivg (Al Engineer) seiulngn aviietostumalulad
asauma Uszaunmsaivinaubivesnin « U egwdey e Ay

m.oo.€ Imnssruuiasiasaineiiuguaans (Cloud/nfrastructure Engineer) se6fu
Gygws amnilderdesiumaliladansauma Uszaumseivhanlidesnit o 3 sgades o au

a.o0.& 1MINTLATIUNY (Network Engineer) USauey1n3 A1udainssuaans u3e
druinerdans viewaluladarsauna vieneufiaumes uiearvduiiisates uaruszaunisal
Litlounin o U Srnustaies o Au

0n.0D.D Lzﬁ’mﬁwﬁaﬁ’uaqumamﬂﬁﬂ (Support Engineer/Service Desk) U3fyeyn3
FmAmnssumans vieduinemans viewelulaBansaune viensuiawes wieanduiifedes
warUsvaun1sadbivesnin e U 9uiuesaties o Au

. YBULUAVDINU (Scope of Work)
.o AUITIAMADITIMIUINIITULUAANM (Cloud Service) TifiAnanTRd ussuLUsHanana
Cloud Computing dwuiindsszuuausanam Tneflaaudnuasameiiiiouvivdelndidss ol
@.0.0 NMNTIWVDITEUU (Computing Resource and Environment Specification) @11156
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c.alb Nau‘umauamawmm‘uamﬂﬂﬁaaiﬁawumu (Infrastructure as a Service : laaS)
YB43EVU (F03EUU) Iﬂwauamwumnnﬂﬂmu Uszanana LLaumUﬂumeﬂmngmmalwamlumnummma
MNNVINERNYR (Sovereign Cloud) saaaszaznanisirudnsmudagn teedliusnsdedeud
Yoyandnuazauddsaddulszmalng (Data Localization) Ailiusmsuudhitesnin ¢ U uazaud
Toyavdndesiiinmspueguliosduialud wisuduenammisdesusesmslidns fuseanmsg
uasvisdeussiarunmdmiine Yssnaunstudetaue
&) AUt aenivastioya ISO/IEC 27001
|
|
|

o) msgrunsiitusmsanuledissuuaamia ISO/IEC 20000-1

o) AnpIgIUNISUSINSNMIdantseyaduyara ISO/IEC 27701
o ) d =

@ WATFINSUINSA s BIBNgsha 150 22301

&) 1msgumsdansaiuntaendsuussuuRaTIA CSA-STAR Cloud Security
(CSA STAR Level 1)

) WU emmuaaefedwiuteyaduaunm (Health Informatics)
ISO 27799
| o) wwsgruanadwiumsuntestoyaduyanaiiannsassysaald SO 27018
‘ &) msgruanadmiunmsiangensiwas 1ISO/IEC 29110-4-1:2018

&.o.m Tomruaminglssnanans in (GPU)
) GPU dmuausulhitesni e Tu lne GPU wiaglu danaudfedslesdraluil
- VRAM usable 2 48 GB ECC GPU memory

- Memory bandwidth > 850 GB/s ageregate GPU memory bandwidth
- Tensor throughput (FP16/BF16) = 350 TFLOPS tensor performance
- PCle interface Gen4 x16 #3afnin

o) B3udnedesdnassnineins GPU ThifisanadmiumsTiuinisnasasiydyan
WawRDeTzyIUuuUNIinasMswens (dedicated/shared) Tudaiaue
&.6.€ TaMUUARTUZaNALS

®) 5995UN1sla Framework fd AI/ML iU TensorFlow wag PyTorch
) &ilaus13 NVIDIA CUDA Toolkit 48 cuDNN
o) 43U Driver NVIDIA |
&.o.¢ SANTERS pnouTIADS LIT1E (Server) Wip sruuYsEInanawaiiou (Virtual
Machine: VM) ifiasasiunisliiauszuy Web Application $1uu 1 VM Tneiin$wensusazedsetel
@) TnunheUssnananan (vCPU) rnulitsenii 64 Core :
o) TULIBAUTIMEN (VRAM) duluteanin 256 GB
o) ﬁ‘iﬁuauﬁ’uﬁtﬁu‘fj’aga (vDisk) Sruauliidesnia 15,000 GB
&) Srunumbgnielszinanansiin (vGPU) sruuliivdeandn 144 GB
&) ﬁﬂﬁgﬁxwﬂﬁﬂ’amiﬁwﬁw%{ 917U 1 License
») drsesdoyalaitiounin 1 Copies
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&lo AMANTR snuLAsaUe (Network Specification)
&lo.e Unlimited Data Transfer n¢/lu Public Cloud Environment
cb.lo ﬁmm‘%ﬂwqm Public IP Address w6 IPv4 litieen31 VM ag 1 Public IP Address

&lo.en Shared Domestic Intemnet Bandwidth 983 Cloud Services saufiulaidaenin 40 Gbps.

&lo.« Shared International Internet Bandwidth 184 Cloud Services saunuliitosnin
400 Mbps.

@ lo.¢ SisruumaiseTa Monitor Network Status dlafiatigmmelusvesnaiiiu e¢ uil
&lo.o fiszuuRnmuuazd ui ouaauzes ssneuRi wes witeaiiou (VM Status) dleifa
Uggmnmelussesnatbinu e¢ il
<o AuantiruAuUasndeatsauwma (IT Security Specification)
.06 ﬁﬁzwmiﬂaqﬁ’uuazmmaauﬁm%{msLﬁwﬁa‘ﬁa;&amummgmmm’hﬁaﬂ'aga
aeadt v3o Virtual Firewall
<.mlo Tsvvuliasiuaiouitaaionannelu Tegldnussuuinmanuuasadoaiiou
(Virtual Firewall) Tng w4l Virtual Firewall luuSinasiimngaulsiiuguassasionisliuinig uay
FoatinuanRogaiosail
®) @19059395U Throughput laitiosnin 3 Gbps.
) SU58IN15917 SSL VPN
) @nsauIMsIanslaefivuauloutenisigniiavse Policy 1ol
) fimnuanansalunisgienszanelvaniiu (Load Balance) Tagsesiu Throughput
aaaalaitiosnda 3 Gbps sosfumsitendeldlitiosndt 2,000 Connection Per Second

&) sas5unisvhanldetnaties dil Round Robin, Least Connection, IP-Hash,
HTTP Headers, URI, URL n3aifiguiin
) AWTOUIMIIANTYUNTAIRUNASFIL HTTP, HTTPS eiifuatneioy
.o TMIAARY Anti-Virus uay Anti-Malware w3 asneufinnesuteiaiiou
MUIUNUNITODNUUY
<.« Wuinsuimsianismulasadsuazasiadudvanaiunialeiues (Cybersecurity
Operations and Threat Detection)
«.«.o andunsihsrimnulasadswaznsisduivanmunisleves
&.&lo Wuimsujuanmadssienudasadomeiulsues asmasumnmsaiiaung
fndufoaneny suddiduusiiumsasnasuuilatigm Taglunsdidumsmedindnesdoadu
\dengunsaiviszdawniiaieyi Log Tagsuiiunissiuns Remote (miniiaisnisaidsanaa

eZp

dlensreaeuudmuimsnstifandrilisesadeviaieidaddasmssiugunsaiignénidenuniin e
Log lsifiedndumnusuliavevvesdiuing Tneszuudfuimaihsefamgmsainidufoanauszuy
welulagansauma awsifiumsludneesnsiu Log winniu Tnsmsdsssaiiods Log maginin
wduFureulunisaadgunasivesindianes msliuiniadhssuarinssidoyassiuiuns
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o) MitiuudiunRdsziuarinmsideyanuUasnny
- UftRmadhseYammmsaifidufoanaussuumalulaansaumeegsdoiiios
- mwaaumqmizﬁﬁﬂﬂﬂaﬁmmf}uﬁaqﬂmmgi:w Digital Health Platform
NIENTRATITUAY
- AP51M Log Midunangunsaivesszuu Digital Health Platform nsensans saay
- wadouilewumnnsaiiinasde
- TAuuginlumsesiaasuudlatiym
- fufiuns Remote onsrvdeuuilutigm (nfiwuiEANAL)
o) NIABUALBIABIANTISAIRAUNG (Incident Response: IR)
- Suilafuimgmsalsianamunleues
- PinvauATBIRIIEIY

v
=4

- Wuyszuulinduanlyalaund
- WATVA NNV UNAN 0]

v
&

- iuanuzwmslasfuielliAnmenisale
o) Log Monitoring
- 73U Log 1NgUNIalvassyuy Digital Health Platform nsemsieans snay
- Jip1E9 Log demannuiaung
- 1fiv Log dwsunisamadeudounds wieusslevilunislinsnasuuassas
utuiinlieeades «o Yu TasufiRmungrangindaonsnsevhanufiafeniuaouiunes
- §3smstestumsutlodsuudasduiindns 9 wassiinans madhiaduiin
m&hﬁv’ﬂﬁmwwzuﬂﬂaﬁL?im{famhﬁgu
&< ABainsTessinuuTNgud (Correlation) wazanunsnainad eulunislawd
(Rule or Use case) iitotglumaiihsyTuasudaiousvnnaumilees
<&« #oafl Rules Mldlumsiihseds waranansonmadussanaudsaseunauiatesa 4
oehatioedsil
@) Denial of Service (DOS)
o) Unauthorized Access
) Inappropriate Usage
&) Network Attack Technigues
«.«.¢ Fordaliiiiunuifimuimmaunsolufunsiienest dised wasudadauss
aneusumAlulafasaumanifdos ielimuEnwidumeianaenszaznaoydyan
«.«5 Wadoudenmanuduanauvionisyninszuumealulafansaumeiiissiuany
JuussdAy (Critical) vosefumNFULTIEN (High) Hiumsdiua videlnsdwd mase e 2l
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